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Please respond to the following questions and include any additional detail as necessary.  

I. Organization’s Dependence on Computer Information Systems

Hardware, Software and Services Inventory

Objective

Provide an understanding of the level of dependence the organization has on computer information systems.  Specifically, provide an understanding of the hardware and software items that make up the organization’s computer information systems.
Procedures

1. Which of the core business functions are performed with the use and/or assistance of computer information systems.

Computer Aided Design (CAD), Software development, data acquisition, Program Management, Marketing, Employee Time Sheets, etc.
2. Document the inventory of hardware systems that comprise your computer information systems.  Identify customized programs and critical interfaces.

4 Servers.

20 Desktops.

13 Laptops.

5 Printers. 1 Fax/Printer. 1 Fax

2 External CD Burners.

1 DLT drive.
3. Document the inventory of applications, operating systems and utilities used in your computer information systems environment.

Microsoft Windows NT 4, 98, 2000 Professional, 2000 Server, XP Home Edition, XP Professional. Red Hat Linux 7.0, 7.3. Macintosh OS 9.
Microsoft Office, Visio, Project, Visual Studio. Adobe Acrobat, PhotoShop. Lonworks Visio. SolidWorks. Pro Engineer. AutoCAD. TurboCAD. Norton SystemWorks. McAfee VirusScan. SecureCRT. Various software compilers (Keil, Borland, etc.)
Apache, OpenSSH, OpenSSL, MySQL, PHP, Snort/ACID, Samba/SWAT, Qmail, Courier IMAPD, Portsentry/Logsentry, Ghostscript, Netatalk. Misc open source utilities.

Timberline, Crystal Reports, AltiWare.
4. Document the forms of remote access in use (dial-in), connectivity between locations (WAN) and Internet connection that are used to provide remote access for employees, vendors and/or customers.

Dial-in access for select employees, single phone line.

Business DSL.
II. Computer Information Systems Skills and Resources

Computer Information System Resources


Objective

Provide an understanding of the make up of the MIS Department, including number of resources, area of expertise and compatibility with current IT infrastructure.


Procedures

1 Describe the MIS department’s organization structure.

MIS consists of one IT Manager, who reports directly to the CEO.
2. Describe the total size of the MIS organization and number of MIS employees in different positions and the reporting structure (i.e. 10 network administrators, 5 database administrators, etc.).

See above.
3. Discuss the compatibility of the current MIS department skill sets with the current IT infrastructure.

4. Discuss cross training of staff to support critical information system processes.

One employee had previously acted as system administrator and general IT manager. Two additional employees have been given administrator access, some training and documentation, in case of an emergency, if the IT Manager is not available.
III. Information Security

Data Security Function and Policies and Procedures
Objective

Document the formal data security function and related procedures to monitor and administer access to the system

Procedures

1. Does the organization have an independent Information Security Officer or steering committee that is responsible for generating and maintaining information security policies, procedures, and guidelines? 

InfoSec policy is set by the CEO and HR, with the IT Manager enforcing policy and acting in an advisory capacity.
2. Have formal information security policies implemented and distributed throughout the organization?

The computer usage policies are included with the human resources manual, which has been provided to every employee in hard copy, and is available on the local intranet.
3. Document the general procedures for monitoring and following-up of security violations and potential security breaches?

After an incident, information is gathered from the relevant systems. If the incident could warrant legal action (as in the case of a system compromise), the system is preserved for evidentiary purposes, and all information gathering is performed on a copy.
Unusual activity originating on a remote host will result in contact being made with the remote system’s administrator or internet provider.

Unusual local activity usually involves the IT Manager contacting the relevant parties directly, or human resources, depending on the type of incident.
4. Are formal security reviews performed for critical applications, internal network and/or external vulnerabilities?

Regular examinations are made of the servers to ensure that only necessary services are available and that there are no known vulnerabilities for these services. Methods for performing these reviews are ‘netstat’, ‘nmap’, ‘ps’ and ‘nessus’, among others.

The IT Manager stays abreast of security news, including vulnerabilities and patches for all software running on ISE systems. As vulnerabilities are discovered, upgrades are made to the system.

ISE also maintains a multi-node intrusion detection system, which the IT Manager monitors for unusual activity.
Logical Access Controls
Objective

Provide an understanding of the procedures used to control logical access to the various computer systems.
Procedures

1. Detail the procedures for assigning access to network and various applications and determine whether the Data Security Administrator (DSA) reviews and approves the user profiles.

Access to the file server, email, and the internet are available to all employees, except in problem cases. Dial-up access is only available to employees with legitimate need for such access. Access to the Finance server is granted only by permission of the CFO and is implemented manually by the IT Manager.
2. Discuss the settings of various security parameters for the network and critical applications which support key business processes.  Consider if:

(
All users must have unique user ids

User ID is assigned based on first initial and last name. In cases of duplicate usernames (e.g., siblings) the newer employee will have a different letter selected for their first initial (e.g., middle name).
(
Minimum password length is set to at least six (6) characters

Passwords have a minimum length of 6 characters, and password audits are made regularly to ensure an acceptable level of ‘difficulty’.
(
Users are required to change their passwords at least every 30 to 90 days and no recycled passwords are allowed for at least 3 generations

Users are not required to change their password on a regular interval. Changing passwords regularly is encouraged.
(
Users are forced to change the passwords after initial sign-on

Users are provided with a generic password when their account is created, and asked to change it at that time or on their first logon.
(
Users are locked out after 3 consecutive invalid sign-on attempts

Users are not locked out after password errors to prevent denial of service and minimize IT maintenance. Invalid passwords attempts are logged and unusual activity will be investigated by the IT Manager.
(
Shared passwords/user-ids are prohibited

Users are advised not to provide their password to any employee other than the IT Manager.
(
Number of concurrent sessions is prohibited or limited

There is no limit to the number of open sessions for a particular user.
(
Screen saver with password control is available to users

· Automatic logout after a certain period of inactivity

Users at Windows 2000 workstations are able to set a timeout before their workstation locks. Windows 98 has a password protection feature for the screen saver.

Use of these controls is recommended, but not required.
2. Discuss computer virus protection software that is in use and related corporate policies.

The mail server incorporates McAfee VirusScan and all messages are checked against a virus definition library or banned attachment types. Virus definitions on the mail server are updated automatically each night, and confirmation of this update is sent to the IT Manager.

Each workstation has Norton AntiVirus installed on it, to provide a second layer of protection against email borne viruses, and to also protect against other infection vectors. NAV automatically updates its virus definitions every 4 hours.
IV. Computer Information Systems Reliability

Physical and Environmental Controls
Objective

Provide an understanding of physical and environmental controls over computer operations

Procedures

1. Discuss physical access to computer equipment and whether storage media is restricted to authorized personnel.  Are appropriate locking devices used to secure computer rooms, tape libraries and other sensitive areas?

The servers are stored in a locked room; keys are distributed to the IT Manager and former system administrator. Incremental backup tapes are stored in the server room where they are easily accessible during tape rotation.

Full backup tapes are stored in an unlocked cabinet on the other side of a firewall from the server room.
2. Discuss environmental controls used to protect computer room and equipment, and procedures employed to maintain the operability of the equipment.

The server room has a vent to allow cool air to enter, and a fan to eject hot air. A thermometer is attached to the server case, to monitor server room temperature.

Backup Procedures

Objective

Provide an understanding of the appropriateness of controls over back-up media stored on computer magnetic tape or cartridges.

Procedures
1 Is critical information backed up on a regular basis and a copy of the backup stored at an off-site location?

Incremental backups are made daily. A full backup is performed every weekend, and kept for two weeks. At the start of each month, a full backup is made and permanently archived. 

Tapes are stored on site.
2 Are restorations tested periodically and documented?

Test restores are performed for each tape and the dates are recorded in the IT Manager’s task list. Files are chosen randomly and compared by md5 hash.
Business Continuity

Objective
Are appropriate Disaster Recovery and Business Continuity Procedures maintained to ensure system availability (at 3rd party service providers as well if applicable)?

Procedures

1.  Is an assessment of the risks, the Organization’s vulnerability and impact of disruptions, and the methods employed to reduce the risk and/or impact reviewed and updated by management on a regular basis.

No.
2. Discuss the scope of the business continuity plan.  Does it include emergency procedures, business resumption plans and a disaster recovery plan?  How frequently is the plan tested?

No.
3.  Discuss recovery times and procedures with business requirements.  Are existing recovery procedures are commensurate with business needs?

Once hardware is replaced, and assuming a backup is available, the server’s essential functions should be operational and data recovered within 24-72 hours.
V. Computer Information Systems Change Process and Rate of Change

Information Technology Strategy
Objective

Do control policies and procedures provide reasonable assurance that strategic Information Systems planning is performed to assist in the attainment of the organization’s overall goals?

Procedures

1. Discuss the procedures used to identify and prioritize the department’s projects and strategic direction.

The goals of the IT department are based on the present needs of employees.
2. Provide the MIS Strategic Plan and reports on Project Descriptions and Milestones for completion.

3. Does a MIS Strategy Committee or IT Steering Committee meet regularly to discuss the Organization’s technology needs?
No. Senior management and the IT Manager meet to discuss IT strategy on an as-needed basis.
Degree and Rate of Change in Computer Information Systems


Objective

Detail significant changes to Computer Information Systems and how those changes are managed.

Procedures

1. Describe recent or planned changes to the Computer Information systems.

Encrypted mail was added to provide key employees the ability to check mail remotely, without risk of password exposure.
2. Discuss at a high level on how significant projects will be managed (i.e., use of consultants, vendors, internal staffing, etc.)

In most cases, projects will be handled entirely by the IT Manager at the direction of senior management.
VI. External Computer Processing (If Applicable)

Inventory of Outsource Service Provider(s) 

Objective

Review the use of outsourced service provider(s) by the organization to support its computer information systems.

Procedures

1. What are the current and projected services provided by outsourced service provider(s)?

ISE currently outsources its domain name resolution for external users. We may consider outsourcing our web hosting in the future.
2. Discuss the controls in place to monitor the services provided by outsourced service provider(s).

If the provider’s service fails, ISE will detect a decrease in traffic to our site and investigate.
3. Discuss the service level agreement with outsourced service provider(s).

4. Does the processor provide a SAS 70 report.  If so, please provide to the audit team.

No.
VII. Computer Information Systems Operations

Operations 

Objective

Control policies and procedures should ensure the appropriate systems operations activities.

Procedures

1. Discuss the job scheduling process.

There is only one employee of the IT department, who is on site during all normal business hours and after hours as-needed.
2. Discuss the shift changeover procedures.  Does adequate documentation exist between shifts?

N/A.
Change Management and Quality Assurance

Objective

Do control policies and procedures ensure appropriateness of change management and quality assurance procedures?

Procedures
1. Describe the process for testing and approving system changes and modifications.

Whenever possible, changes are made to a test system before being implemented in a production environment. Changes are also made during off-hours, or when there are fewer employees on the system, in order to minimize downtime.
2. Discuss controls over implementation of changes to system software.  (Are separate development, test and production environments established?)

In general, there is no test environment for changes. Only ‘stable’ versions of software is used for critical applications.
3. Describe the process for implementing changes to the production environment (hardware and software).  Who is responsible (title) for approving, coordinating and making changes to the production environment. 

The IT Manager schedules all system maintenance based on urgency and system load, in order to minimize downtime.
Balancing Procedures

Objective

Control policies and procedures should ensure appropriateness of balancing procedures including the effective use of control totals, item counts, and other processing completeness and accuracy procedures for data processing or transfers between systems.

Procedures
1. Discuss the procedures for daily transaction processing, balancing financial data between subsystems and other critical interfaces.

Insurance Coverage 

Objective

Document the control policies and procedures over existence of insurance coverage (including coverage over equipment and facilities, errors and omissions, business interruption, employee fidelity, loss of documents in transit and alternative processing) and adequacy of service level agreements.

Procedures

1. Describe the level of insurance coverage including coverage over equipment and facilities, errors and omissions, business interruption, employee fidelity, loss of documents in transit and alternative processing.

Development Standards and Procedures (If Company has customized applications that are maintained in-house)

Objective

Document the departmental standards and procedures for application development and maintenance.

Procedures
1. Discuss the procedures for developing and maintaining application and system software.

2. Discuss the policies and procedures documenting the department’s systems development life cycle (SDLC) methodology.
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